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JARVIS Al...

Welcome to JARVIS, the Al document redaction processor. At the time of publishing this version of
his document, | was still developing Jarvis as a fully working product. The current version support

word documents and PDFs. With the development of Blazor Simple Al, | can also utilise the image
analysis component to redact Pl information from images.

Jarvis is made up of the following technologies:

e Microsoft .NET Blazor (.NET 6.0 LTS release)

e  Microsoft Azure Cognitive Services (Text Analytics Service)

e  Microsoft Azure Cosmos DB (for maintaining document and redaction processor metadata)

o Azure Web App (hosting the JARVIS Al Web App)

e Azure Storage (source document upload and redaction storage)

e  Microsoft Azure Function App (for APIs that process Pll data and perform redaction
processing)

e Radzen Blazor components (for an amazing Ul experience)

A document named “IPAddressandNamesx10Pages.docx” contains the following information,
repeated within 10 pages.

The IP Address if the legacy system is 10.254.1.1.
The company that owns the legacy system is Microsoft.

The original founders of the company Microsoft are Bill Gates and Paul Allen.

The document is uploaded to Jarvis, the Al Document redaction processor.
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Jarvis
New Document  Document List

This page is used to upload a new document to Jarvis for Pll data processing

New Pl Document

Choose File | IPAddressan...Pages.docx
File Attached
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The user clicks “Process” to determine the Pll and confidential data held in the document.
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Jarvis

New Document = Document List

This page shows all the uploaded PIl documents. Click process to submit the document for text analysis or re-process if needed.

The view option is only available if the document has been processed

Document List

File Status Upload Date ~ Actions

IPAddressandNamesx10Pages.docx Not Processed 17/11/2023 12:24:08 PROCESS
Names and IP Address x5 Pages - Copy.... Processed 16/11/2023 23:31:27 VIEW REDACT
Names and |P Address x5 Pages xlsx Processed 16/11/2023 23:28:33 VIEW

A notification is sent to the user to advise the document has been submitted for processing.

Jarvis

Document List

This page shows all the uploaded PIl documents. Click process to submit the document for text analysis or re-process if needed.

The view option is only available if the document has been processed.
© Ssubmitted! X
Document List The document has been submitted for
processing

File Stalus Upload Date Actions

IPAddressandNamesx100Pages docx Processed 11/11/2023 09:16:37
IP address and names 2.docx Processed 11/11/2023 10:21:05 VIEW REDACT
IP address and names 4.docx Processed 13/11/2023 20:27:02 VIEW

About 3 seconds later Jarvis has identified the Pll and confidential data in the document and provides
a notification to the user.

Jarvis

New Document | Document List

This page shows all the uploaded Pl documents. Click process to submit the document for text analysis or re-process if needed

The view option is only available if the document has been processed.

© Submitted! X
Document List The document has been submitted for
processing

File Status Upload Date Actions.

+ Completed! X
I VIEW REDACT
IPAddressandNamesx100Pages.docx Processed WA12023 09:16:37 - - The document processing has

completed.
IP address and names 2.docx Processed 11/11/2023 10:21:05
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The user can then click “View” and then select which data needs to be redacted from the document.

Identified Categories

|PAddress : Organization : Person : PersonType
Detected Pll Data
Category Identified PIl
IPAddress . 10.254.1.1
Organization Microsoft
Person Bill Gates
Person Paul Allen

founders

The user then clicks “Save choices”. This will save the collection of choices, the metadata, to Azure
Cosmos DB.

+* Completed!
The choices have been saved

Identified Categories
IPAddress : Organization : Person : PersonType :
Detected PIl Data

Category Identified PIl
|PAddress 10.254.1.1
Organization Microsoft
Person Bill Gates
Person Paul Allen

PersonType founders

The user then clicks “Redact” and the user is notified of the submission and completion.

1ent  Document List

This page shows all the uploaded Pl documents. Click process to submit the document for text analysis or re-process if needed.

The view option is only available if the document has been processed.

+* Completed! x
Document List The document redaction has
completed processing
File Status Upload Date Actions
IPAddressandNamesx100Pages.docx Processed 11/11/2023 09:16:37
IP address and names 2.docx Processed 11/11/2023 10:21:05

The user clicks the download button which is available after the redaction process has completed.
The document is displayed with the information redacted using Microsoft Office apps (this can be
downloaded to the machine directly also).
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Jarvis

New Document Document List

This page shows all the uploaded PIl documents. Click process to submit the document for text analysis or re-process if needed.

The view option is only available if the document has been processed.

Document List

File Status Upload Date ~ Actions

IPAddressandNamesx10Pages.docx Processed 17/11/2023 12:24:08
Names and IP Address x5 Pages - Copy. Processed 16/11/2023 23:31:27 REDACT
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€ We've apened your file for quick and easy viewing right in Microsoft Edqe. Choase Download file if you want to use it later. Download file X
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Print

The IP Address if the legacy system is ### 35444+
The company that owns the legacy system is Microsoft

The original founders of the company Microsoft are ###* *#*%% gnd **** #e2es

The IP Address if the legacy system is *** 2= 2=
The company that owns the legacy system is Microsaft.

The ariginal founders of the company Micrasoft are #+% *##%% and *rex vexes,
The IP Address if the legacy system is *** =2 ** s

The company that owns the legacy system is Microsaft.

The original founders of the company Microsoft are ##44 #5#%% gnd #xes tesss
The IP Address if the legacy system is *****#**%=_

The company that owns the legacy system is Microsoft

The original founders of the company Microsoft are **%% **#%% and **4* seass,

The process is going to be made simpler by a set of walkthroughs in the Ul, including a preview
component.

Look out for the next update soon.
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